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Abstract
This paper proposes a design for an Embodied Conversational Agent (ECA) that empowers victims of cyberbullying by simulating peer support. The anti-cyberbullying buddy helps a child to cope with negative
emotions due to a cyberbullying incident and it shows the child how to deal with future incidents of cyberbullying. The buddy interacts with the victim in three stages: first the child communicates her emotional
state, next the buddy gathers information about the situation at hand, then the buddy gives practical advice
on how to deal with the situation. During the interaction, the buddy gives emotional support by responding
empathically. In addition to giving practical advice and providing emotional support, the buddy tries to
establish a relationship with the user by referring to previous events when appropriate.

1

Introduction

According to a recent study, US children aged 8 to 18 on average spend 1.5 hours a day using the computer
for recreational purposes [14]. Most of these activities take place on the Internet. The study also found
84% of children has access to the Internet at home. So, many children spend a lot of time online. They
use the Internet not only as an educational tool, but also for fun, games and to develop and maintain social
contacts. One of the risks they run online is to become a victim of cyberbullying. Cyberbullying can be
defined as ‘any behavior performed through electronic or digital media by individuals or groups that repeatedly communicates hostile or aggressive messages intended to inflict harm or discomfort on others’ [27].
Cyberbullying takes place via e-mail, instant-messaging programs, Internet chat rooms, multi-player online
games, or social websites or blogs. Our work is part of the multi-disciplinary Cyberbullying project that
aims at designing social, legal and technological measures to protect and empower children and adolescents
against bullying in virtual environments.
It is widely recognized that cyberbullying is a complex issue and a ‘quick fix’ does not exist [6, 19, 24,
26]. Education, both of children and adults, and increasing awareness are suggested to tackle the problem
[6, 10, 28]. In particular, there is a growing recognition of the need for children to receive educational support for social and emotional learning, with awareness of its importance for both non-academic outcomes
and improved academic performance. The eCircus project1 developed innovative technology to support social and emotional learning through role-play and affective engagement for Personal and Social Education
involving complex social situations. The project focused on enhanced learning through the use of an interactive 3D environment that explores virtual play and improvisational drama with synthetic characters that
evoke empathy.
Even though awareness of the problem of cyberbullying is currently increasing at schools, teachers and
parents often lack the knowledge and technical skills to truly help victims of cyberbullying [12]. Peer
support has proven to be effective against traditional bullying [7]. However, peer supporters need excellent
communication skills, such as active listening, adopting a problem-solving approach, being empathic and
the ability to build up trust [7]. Not all children have access to (organized) peer support. In addition, peer
support may not be available when a child needs it. In this paper, we describe work in progress on an
Embodied Conversational Agent (ECA) that empowers victims of cyberbullying by acting as a supportive
friend (peer). This anti-cyberbullying buddy makes peer support more accessible, because it is immediately
available when a victim of cyberbullying needs help.
1 http://www.macs.hw.ac.uk/EcircusWeb/

The buddy is a virtual character that ‘lives’ on the computer screen of potential victims of cyberbullying.
When a child feels uncomfortable because of a cyberbullying incident, it turns to the buddy for emotional
support and practical advice on how to deal with the situation. Ideally, the buddy will be integrated with
systems that the children use on a daily basis, so, children are familiar with the character. Implementing the
buddy as a local application on the host computer, also serves as a protection of the child’s privacy, as its
data will not be shared with the social web applications the child uses. The short term goal of the buddy is to
lower the victim’s negative emotions (coping). On the long(er) term, the buddy aims at teaching the victim
how to deal with cyberbullying. In order to be successful, the buddy must be able to persuade the user to
follow its advice. Interaction between the buddy and the user happens in three stages: first the user indicates
she is distressed because of a cyberbullying incident, next the buddy gathers information about the current
situation by asking questions and finally the buddy gives practical advice on how to deal with the situation.
The paper is organized as follows. In section 2, we discuss related work on empathy and ECAs. Section
3 introduces the architecture of the anti-bullying buddy. In section 4, we discuss the empowerment strategies
followed by the buddy. Section 5 gives an example of an interaction scenario between child and buddy. In
section 6, we present our plan for evaluation of the buddy. Finally, in section 7, we present our conclusions
and indicate directions for future research.

2

Related Work

Empathy is one of the most important communication skills of peer supporters [7]. Empathy is about understanding and responding to the affective state of another person. In recent years, researchers have started to
explore the potential of empathic agents for improving interaction and achieving beneficial outcomes.
During the aforementioned eCircus project, Paiva et al. developed FearNot!, an Intelligent Virtual Environment (IVE), where synthetic characters act out bullying scenarios [23]. Paiva et al. demonstrated that
the characters were able to elicit empathy from users of the application. While FearNot!’s characters elicit
empathy from the user, the anti-cyberbullying agent should be empathic to the user.
Hone showed that empathic agents are able to help users relieving frustration [17]. The SEMAINE
project is also about empathic agents that affect the emotional state of the user. The goal of the SEMAINE
project is to create listening agents that represent different personalities and try to draw the user into their
emotional state by choosing appropriate utterances and non-verbal behavior [16].
Bee et al. proposed an empathic listening agent that tries to keep the user engaged in a social relationship by either mirroring emotions recognized from speech sounds (parallel empathy) or responding to these
emotions (reactive empathy) [3]. Adam and Ye designed an emotional dialogue module for an intelligent
interactive toy aimed at engaging children by using different emotional strategies, including emotional support by expressing empathy and encouraging the child to take active steps to improve the situation (active
coping) [1].
The FitTrack system attempted to change the behavior of its users by trying to establish a relationship
[4]. Even though, a lasting change in exercising behavior did not occur, the relational agent was rated more
positively than the non-relational agent from the control condition of the experiment.
Related work shows that the user’s emotional state can be affected in a positive way by expressing
empathy. Different ways of expressing empathy exist, including linguistic utterances, mirroring the user’s
emotion and responding to it. In addition, embodied agents can help users to deal with their negative
emotions by applying coping strategies. Empathy also plays an important role in establishing a relationship
between the user and an agent. Even though the results of [4] do not show a lasting behavioral change,
researchers believe that ECAs have the potential to assist users in changing their behavior, e.g. in mental
health promotion [8, 18].

3

Buddy Architecture

Interaction between the buddy and the child takes place in three stages:
• Understand the child’s emotional state
• Gathering of information about the bullying situation
• Give advice

Figure 1: The architecture of the buddy agent (based on generic architecture by Steunebrink et al. [25]).

Figure 2: The AffectButton (left side) and several examples of emotional expressions (right side) (image
from [5]).
This indicates that the buddy must be able to communicate with the user and understand user input. As
a simulated peer, the buddy aims to provide the same skill set that is expected of human peer supporters.
Essential skills are being empathic, adopting a problem-solving approach, active listening and the ability
to build up trust [7]. In order to be empathic, the buddy will adapt its response to the emotional state of
the child and display an appropriate facial expression. The problem-solving approach consists of gathering
information about the current situation and giving practical advice. Active listening is implemented by
showing appropriate listening behavior (e.g. nodding) and by asking follow up questions. We expect that
implementing these three skills will foster trust between the child and the buddy. We intend to explore the
extent to which trust is being built up during the evaluation (see section 6).
These requirements are reflected in the proposed architecture of the buddy depicted in Fig. 1. This
architecture is a simplification of the generic design of social agents and robots by Steunebrink et al. [25],
tailored to the specific characteristics of the buddy. The design of the buddy is modular, so the buddy can
easily be extended. We intent to re-use existing modules to jumpstart the development of the buddy. In this
section the different modules are discussed.

3.1

Input and Output Modalities

The interaction between the buddy and the user starts when the user tells the buddy how she feels. The user
describes her emotional state by clicking the AffectButton [5]. The AffectButton is depicted in Fig. 2. By
moving the mouse over the button, the user manipulates its facial expression. When the facial expression of
the button matches the emotion the user wants to express, she clicks the button. Figure 2 also shows some
of the possible affective states.
After the emotional state of the user is communicated, the conversation between the buddy and the user
starts. The buddy communicates with the user by sending text messages to a chat-like interface. Ideally,
the user would be allowed to respond by typing free text. Since online communication is mostly textual,
exchanging text messages would be a natural way for children and adolescents to communicate. However,
free text needs to be interpreted before the information content can be used for reasoning and this is not a
trivial task. In the first version of the buddy, input from the user is limited to predefined options. After the
buddy sends a message, a list of responses is shown on the screen and the user selects one of the options.

RE-phrase [15] offers a way to gather and rank response options in a dialogue. RE-phrase catches patterns
in conversations by storing responses in a tree of choices. Possible response options are ordered and filtered
based on usage statistics.
In addition to verbal communication, the buddy also communicates non-verbally. The buddy is represented by a virtual character on the screen that displays different facial expressions. The buddy is able to
simulate all emotional states that can be expressed with the AffectButton.
The appearance of the buddy is very important. The way the agent looks influences the user’s assumptions regarding the agent’s similarity (to the user), attractiveness and credibility [2]. Users are more easily
persuaded by embodied agents that are considered to be similar to them [13]. Since the buddy plays the
role of a peer, its appearance should be similar to children and adolescents in certain age groups. Gender,
visual style, and specific verbal and non-verbal behavior are other important aspects that should be taken
into account. We are currently evaluating different possible appearances for the buddy. The possibility for
users to adapt the appearance of the buddy is also being considered.

3.2

Knowledge

The knowledge of the buddy is stored in different databases. The buddy uses the following knowledge bases:
• User profile: In order to be able to adapt to the user, the buddy maintains a user profile, consisting of
personal information (e.g. name, age, date of birth, etc.), the personality of the user, previous incidents
and advice given
• Incident database: For each cyberbullying incident, the buddy gathers information about the type
of cyberbullying, the method used, the identity of the bully (if known), the advice given, etc. This
information is stored in the incident database
• Advice module: The advice module contains a mapping of characteristics of bullying incidents to
specific pieces of advice
The action selection engine requests information from the knowledge bases and updates them when
needed. All these modules are under development.

3.3

Emotional Model

The emotional model allows the buddy to reason about the user’s emotional state. The emotional model
will be based on OCC, a standard model for computerized emotion [22]. The emotional model of the
buddy enables it to respond appropriately to emotions of the child, but also includes displaying emotions
itself in response to the current situation and its internal state. The emotions experienced by the buddy are
empathic to the state of the child. This means joy when the child is happy, sadness when the child is sad,
disappointment when a proposed plan failed, etc.
The emotional model includes the components appraiser and intensity [11]. The appraiser is a process
that triggers the creation of emotions based on the state of the environment. The intensity of triggered
emotions indicates how strong the emotion is and is assigned with different values depending on the different
situations that generated the particular emotion.
The emotional model receives the current affective state of the user through the action selection engine.
As discussed in section 3.1, the emotional state of the user is expressed through the AffectButton. The emotional model then guides the synthesis of the buddy’s emotions, by providing a mapping from experienced
emotion to appropriate facial expressions and linguistic utterances.

3.4

Action Selection

In the action selection engine the reasoning process takes place. Based on the input from the user (either
some emotional state or one of the predefined response options), the emotional model and the knowledge
bases, the buddy selects some action consisting of one or more (textual) utterances and one or more movements of the body (including the face).
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Strategies

In order to achieve its goal of empowerment, the buddy uses the following strategies:
• Emotional support: the buddy provides emotional support by responding empathically to the victim
• Practical advice: the buddy gives practical advice on how to deal with the current incident. The
advice is tailored to the situation (e.g. the type and method of cyberbullying) and the user (based on
the user profile)
• Build relationship: the buddy attempts to build a relationship with the victim by responding empathically and referring to previous incidents when appropriate
The first strategy of the buddy is to provide emotional support by showing empathy to the user. Different
types of empathy exist, e.g. parallel empathy and reactive empathy [9]. Parallel empathy is emotional
mimicry, i.e. mirroring the user’s emotional state. Reactive empathy is being empathic by displaying other
emotions than the ones expressed by the target. The buddy expresses parallel empathy immediately after the
user has indicated her affective state with the AffectButton. In the next stage of the interaction, the buddy
expresses reactive empathy, by responding emotionally to the responses of the user.
The second strategy of the buddy is to give practical advice. The advice module takes into account
characteristics of the incident (e.g. anonymous bullies require a different approach than known bullies), the
affective state of the user (including the intensity of the emotions) (e.g. if the user is frightened the buddy
should respond in a different manner than if the user is angry), the user profile, and previous incidents (e.g.
the first threatening e-mail should be handled differently than the tenth threatening e-mail).
The advice module contains mappings of incident characteristics to specific pieces of advice (cf. section 3.2). The rules in the advice module will be based on children’s and adolescent’s existing coping
strategies that will be gathered from a survey and focus groups. Additional knowledge will be acquired from
experts on cyberbullying. Rules are triggered based on the information the buddy gathers about the current
situation. The buddy will ask the user questions either until it has sufficient information to give advice or
until it concludes it will not be able to give advice. In this case the buddy falls back to the default advice,
e.g. ‘talk to someone about the incident’.
The buddy’s third strategy is to build a relationship. Since bullying refers to a series of events rather
than isolated incidents [21], users will interact repeatedly with the anti-cyberbullying buddy. This gives
the buddy the opportunity to (try to) establish a relationship. The buddy uses its knowledge about earlier
(similar) events and bullies to give the user the sense she is being understood by the buddy. In addition,
the buddy requests explicit feedback about the way it handled situations, so it can adapt its approach to the
preferences of the user.

5

Scenario

In this section, we describe a possible interaction scenario, showing how the buddy (B) will respond when a
child (C) indicates she is being cyberbullied (cf. section 3.1). The dialogue of the buddy will be adapted to
the child (gender, age group, etc.). Verbal responses are given in italic and emotional responses are put between brackets. The child responds to the buddy by selecting one of the response options that are displayed
on the screen. These options have been left out of the scenario in order to keep the story brief. In some
cases, the child can type in additional details (e.g. the name of the bully).
Situation: C has a profile on a social networking site. She just discovered someone set up a fake profile
in her name and added nasty pictures and comments. C is upset and does not know how to respond.
C uses the AffectButton to tell B she is (sad).
B (mirror emotion, sadness): I’m sorry you’re sad. What happened?
C selects: fake profile of me on Facebook
B (negative affect, increased sadness): That’s too bad! Who did that to you?
C selects: Someone in my class
B (no change in expression): What’s this person’s name?
C selects: Type name and types: Nicole

B (positive affect, decreased sadness): So, you know who did it! Has she cyberbullied you before?
C selects: No
B (positive affect, moderate happiness): That’s good news. Does Nicole also bully you in real life?
C selects: Yes, sometimes
B (negative affect, sadness): I’m sorry you are a victim of real life bullying! Let’s try to stop Nicole!
The buddy matches the information it gathered to the advice base. The following advice is triggered: request
removal of the fake profile and talk to your teacher about the bullying. The dialogue engine transforms this
advice into appropriate text messages.
B (positive affect, neutral): You can ask the administrators of Facebook to remove the fake profile. Does this
sound reasonable?
C selects: Yes
B (positive affect, neutral): All right! Do you know how to request Facebook to remove the fake profile?
C selects: Yes
B (positive affect, neutral): I also recommend talking to your teacher about the bullying, because you say
your classmate also bullies you in real life. Would you try that?
C selects: Yes
B (positive affect, encouragement): Good luck! I’m sure you can resolve this situation!
B ends the conversation: I’ll be here, whenever you need me!
Next time the buddy is started, it pro-actively requests feedback about the advice it gave, in order to adapt the
user profile. This also gives the buddy the opportunity to determine whether the child followed the advice
and how it worked. If needed, the buddy repeats the advice or provides additional emotional support.

6

Evaluation Plan

In order to understand the contribution of the buddy to the empowerment of children in cyberbullying situations, a thorough validation of the design and evaluation of the buddy is necessary. Since we are still in
the development stage, we have not yet performed any evaluation. In this section we describe the plan for
future work on evaluation.
The first step of evaluating the anti-cyberbullying agent consists of validating the approach for the Cyberbullying project. Since it is unethical to deliberately expose children to bullying, the buddy is evaluated
indirectly. It is proposed to create a few different scenarios (see section 5 for an example) and a Wizard of
Oz (WOZ) version of the buddy (i.e. a human experimenter selects the actions the buddy performs). The
scenarios will be shown to a number of children and/or adolescents. Next, the participants will interact with
the WOZ buddy. The children will be asked to pretend to be in situations similar to the scenarios shown
before and to give feedback on the interaction. The feedback will be interpreted together with experts on
cyberbullying.
When the approach is validated, a prototype system will be implemented. To further investigate how the
buddy can convincingly mimic the communication skills needed for peer support, the target audience will be
consulted on a regular basis during this phase. Feedback will be gathered on appearance, whether expressed
emotions are recognizable and believable, whether the buddy seems trustworthy, whether the buddy is able
to build a relationship, etc.
The final version of the anti-cyberbullying buddy will be compared to existing technological interventions against cyberbullying. Children and adolescents should be protected and/or empowered while still
being able to enjoy virtual environments. Another important aspect will be the effectiveness of the buddy
in different virtual environments compared to other technological measures (e.g. monitoring and filtering).
Measures against cyberbullying will be evaluated based on a number of different scenarios. The buddy will
also be compared to the social and legal interventions designed in the context of the Cyberbullying project.

7

Conclusion

This paper proposed a design for an embodied conversational agent that simulates peer support. The objective of this agent is to empower victims of cyberbullying. The buddy uses strategies to lower the victim’s

negative emotions (short term) and teach her how to deal with cyberbullying (long term), including emotional support (empathy), practical advice and building a relationship. The next step in our research consists
of creating a WOZ system in order to validate the approach for the Cyberbullying project.
After the approach is validated, we intend to further investigate behavior strategies for the buddy. We
are particularly interested in issues concerning trust. The ability to build up trust is essential for human peer
supporters [7]. Therefore we expect this to be a vital skill for the buddy as well. Trust and empathy are
closely related, but it is still unclear how virtual characters can develop a trusting relationship with the user
by being empathic [20].
At the moment, the buddy is being designed as a stand-alone application. Together with providers of
online virtual environments that are popular among children and adolescents, we are exploring possibilities
to integrate the buddy into these environments. Future research will explore whether an integrated system
has added benefits compared to the stand-alone version.
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